VIETNAM PAYMENT SOLUTION JOINT STOCK COMPANY
8th Floor, No. 22, Lang Ha Street, Lang Ward, Hanoi
Tel: 84 - 243 776 4668 Fax: 84 - 243 7764666

PERSONAL DATA PROTECTION POLICY FOR CUSTOMERS
CHINH SACH BAO VE DU LIEU CA NHAN DANH CHO KHACH HANG

With Viet Nam Payment Solution Joint Stock Company (hereinafter referred to as “VNPAY™),
protecting our customers’ personal data is of paramount importance. We constantly update and
implement advanced technological measures adhering to the most optimal security practices.
These efforts are undertaken with the highest level of diligence, sense of responsibility, and
caution to safeguardyour rights and interests.

Tai Céng ty cé phan Gidi phdp Thanh todn Viét Nam (sau ddy goi tat la “VNPAY”), bio vé Dir
liéu cd nhan cia Quy khdch la céng viéc ti quan trong va luén dwoc ching téi cdp nhdt, dp
dung cdc bién phdp cong nghé tién tién, theo théng 1é bao mdt t6i wu nhdt véi né lye, tinh than
trach nhiém ciing nhw ¥ thite can trong cao nhat nham dam bao quyén, loi ich hop phdp ciia Quy
khach.

VNPAY hereby respectfully announces the Personal Data Protection Policy for Customers
(hereinafter referred to as the "Personal Data Protection Policy") issued by VNPAY and effective
from January 10™, 2026. This Personal Data Protection Policy applies to VNPAY's activities
related to the protection of your personal data.

VNPAY xin trdan trong thong bao toi Quy khach ban Chinh sach Bdo vé Dir ligu ca nhdn danh
cho Khéch hang (sau ddy goi tat la “Chinh sdch Bdo vé Dir liéu cd nhan”) dwoc VNPAY ban
hanh va c6 hiéu lyc ké tir ngay 10/01/2026. Chinh sdch Bdo vé Dit liéu cd nhdn nay dp dung doi
voi cdc hogt dong cua VNPAY lién quan toi viéc bao vé Dir liéu ca nhan cua Quy khach.

1. GENERAL PROVISIONS/CAC QUY PINH CHUNG

By registering for or using VNPAY's products or services or by entering into agreements, and/or
allowing VNPAY to use and process your personal data, you accept all terms outlined in this
Personal Data Protection Policy.

Bang viéc dang ky sir dung, sit dung cdc san pham, dich vu ciia VNPAY, hodc bang viéc xdc ldp
cdc thoa thugn va/hodc cho phép VNPAY s dung thong tin ca nhdn, xw ly Dir liéu cd nhan cua
Ouy khdch, Quy khdch chdp nhdn toan bg cdc quy dinh dwoc d@é cdp tai Chinh sach Bdo vé Dir
liéu ca nhan nay.

VNPAY will only collect, use, store, and process your personal data in accordance with the
provisions of: (i) laws on personal data protection (including but not limited to the Law on
Personal Data Protection No. 91/2025/QH15 dated June 26, 2025 and subordinate legislation
guiding, amending, supplementing, or replacing from time to time); (ii) this Personal Data
Protection Policy; and (iii) any contracts or agreements between you and VNPAY.

VNPAY chi thu thap, sw dung, luu trit, xu ly Dit liéu ca nhan cua Quy khdach phu hop voi quy
dinh ciia (i) phdp ludt vé bdo vé Dir liéu cd nhdn (bao gém nhwng khéng gidi han Ludt Bdo vé
Dir liéu cd nhdn sé 91/2025/0H15 ngay 26 thang 6 nam 2025 va cdc van ban quy pham phdp



ludt hwéng dan, sira doi, bé sung, thay thé tai timg thoi ky); (i) Chinh sdch Bdo vé Di liéu cd
nhén nay; va (iii) hop dong, théa thudn khdc giita Quy khdch va VNPAY.

By providing VNPAY with personal data of a third party (such as information about your spouse,
children, and/or parents and/or guardians, friends, beneficiaries, authorized persons, partners,
guarantors, emergency contacts, legal representatives, chief accountants, contact points,
shareholders, or other individuals related to you), you represent and warrant that you have fully
informed the third party about the contents of this Personal Data Protection Policy and obtained
their lawful consent for VNPAY to process their personal data for the purposes specified in this
Personal Data Protection Policy. Additionally, you understand that VNPAY is not obliged to
re-verify this consent.

Bang viéc cung cdp cho VNPAY Dit liéu cd nhdn ciia mét bén thir ba (nhw théng tin vo, chong,
con va/hodc cha me va/hodc nguoi gidm hd, ban bé, bén thu hwong, nguoi dwoc iy quyén, doi
tdc, bén bao dam, nguwoi lién hé trong cdc truong hop khan cap, ngweoi dai dién theo phdp ludt,
ké todn trudng, dau méi lién hé, cé6 déng hodc cd nhan khdc cé lién quan dén Quy khdach), Quy
khéch cam doan va dam bdo rang Quy khdich dd cung cdp théng tin day di vé néi dung ciia
Chinh sach Bao vé Dir liéu cda nhan nay cho bén thur ba va co duoc su déng)} hop phap cua bén
thir ba dé dé VNPAY xir ly cac Dit lieu cd nhan cho cdac muc dich dwoc néu tai Chinh sach Bado vé
Dit lidu cd nhan nay. Pong thoi, Quy khdch hiéu rang, VNPAY sé khong can tham dinh lai sw
chdp thudn nay.

Depending on VNPAY's role in each specific situation, whether as (i) personal data controller;
(11) personal data processor; or (ii1) personal data controller and processor, VNPAY will exercise
the corresponding rights and obligations as prescribed by applicable law.

Ty thude vdo vai tro ciia VNPAY trong tirng tinh huong cu thé, la (i) Bén kiém sodt Dit liéu cd
nhén; (ii) Bén xir Iy DiF liéu cd nhdn; hodc (iii) Bén kiém sodt va xir Iy Dit liéu cd nhdn, VNPAY
sé thiee hién cdc quyén han va nghia vu twong g theo quy dinh ciia phdp ludt hién hanh.

VNPAY would like to note that the processing of necessary Personal Data is essential for

VNPAY to fulfill its quality commitments and ensure the safety and availability of its products
and services.

VNPAY xin luu y rang dé VNPAY co thé thuc hién cac cam két vé chat luwong va dam bao tinh an
toan, san sang cua san pham, dich vu, viéc xu ly cac Dir lieu ca nhan can thiet.

2. SCOPE AND CATEGORIESOF PERSONAL DATA PROCESSED/PHAM VI, LOAI
DU LIEU CA NHAN PUQC XU LY

To fulfill your requests (including but not limited to requests for e-wallet services, other
products, and services) and/or to provide general information about VNPAY's products/utilities,
VNPAY and the personal data processors with whom VNPAY enters into an agreement will need
to use your personal data (the processing of Personal Data referred to in this Personal Data
Protection Policy shall be understood to include, but not limited to, the following activities:
usage, sharing, disclosure, collection, recording, analysis, aggregation, encryption, decryption,
modification, erasure, destruction, de-identification, provision, publication, transfer of Personal
Data, and other activities impacting Personal Data).

Pé c6 thé thie hién cac yéu cau cia Quy khdich (bao gom nhwng khong gidi han cac yéu cau
cung cdp dich vy vi dién tir, cdc san pham va dich vu khdc) va/hodc cung cap khai qudt théng tin



cdc san pham/tién ich ciia VNPAY, VNPAY va bén xir Iy Dit liéu cd nhdn ma VNPAY ¢6 théa
thudn can phdi sir dung Dit liéu cd nhdn ciia Quy khdch (Hoat déng xir Iy DiF liéu cd nhan dwoc
dé cdp tai Chinh sdch Bdo vé Dir liéu cd nhan nay dwoc hiéu la bao gom nhung khéong gidi han
cdac hoat ddng: sir dung, chia sé, tiét 19, thu thdp, phdn tich, tong hop, md héa, gidi md, chinh
swa, x6a, iy, khir nhdn dang, cung cdp, cong khai, chuyén giao Dit liéu cd nhdan va hoat dong
khéc tac dong dén Dir liéu cd nhan).

Types of personal data VNPAY collects and processes may include sensitive personal data. The
types of your personal data that may be collected and processed are listed below and may vary
depending on the time and relationship between you and VNPAY (hereinafter referred to as the
"Personal Data”):

Dit liéu cd nhdn cia Quy khdch dwoc thu thdp, xir Iy c6 thé bao gom ca Dir liéu cd nhéan nhay
cam ciia Quy khdch. Cdc loai Dir lidu cd nhén ciia Quy khdch c6 thé dwoc thu thdp, xit Iy la cdc
logi théng tin dwoc liét ké dwdi ddy va cé thé thay déi tity thudc vao ting thoi diém va méi quan
hé cua Quy khdach voi VNPAY (dwoc goi la “Dir lieu ca nhan”):

(1) Basic Personal Data: Surname, middle name, and given name; other names (if any); Date of
birth; Date of death or date of missing; Gender; Place of birth, Place of registration of birth,
place of permanent residence, place of temporary residence, current residence, hometown,
contact address; Nationality; Personal image; Phone number, personal identification number,
passport number, driver’s license number, license plate number; Marital status; Family
relationship information (parents, spouse, children); Personal digital account information;
Personal data reflecting activities and activity history in cyberspace; other information associated
with a specific individual or which helps identify a specific individual that does not fall within
the scope of Sensitive Personal Data as prescribed in Section 2(ii) below.

(i) Dit liéu cd nhin co ban: Ho, chit dém va tén khai sinh, tén goi khdc (néu c6); ngay, thang,
nam sinh; ngay, thang, nam chét hodc mat tich; gioi tinh; noi sinh, noi dang ky khai sinh, noi
thwong trii, noi ding ky tam tri, noi & hién tai, qué qudn, dia chi lién hé; quéc tich; hinh anh
ciia cd nhdn; sé dién thoai, so dinh danh cd nhén, sé hé chiéu, sé gidy phép ldi xe, s6 bién so xe;
tinh trang hén nhan; théng tin vé moi quan hé gia dinh (cha me, con, vo, chong); théng tin vé tai
khodn sé ciia cd nhdn; cdc thong tin khdc gan lién véi mot con nguoi cu thé hodc giip xdc dinh
mot con nguoi cu thé khong thuoc pham vi Dit liéu ca nhan nhay cam theo quy dinh tai Muc 2(ii)
duwoi day.

(i1) Sensitive Personal Data: Data revealing racial or ethnic origin; political opinions, religious or
philosophical beliefs; information on private life, personal secrets, and family secrets; health
status; biometric data, genetic characteristics; data revealing an individual's sex life or sexual
orientation; data concerning criminal offenses and law violations collected and stored by law
enforcement agencies; an individual’s location identified via location-based services; username
and password for an individual's electronic identification account; images of Identity Cards,
Citizen Identity Cards, or People’s Identity Cards; username and password of bank accounts;
bank card information and bank account transaction history data; financial and credit
information; data on financial, securities, and insurance activities and transaction history of the
customer at credit institutions, foreign bank branches, payment intermediary service providers,
securities and insurance entities, and other authorized organizations; data tracking behaviors and
activities related to the use of telecommunications services, social networks, online media



services, and other services in cyberspace; other personal data specified by law as requiring
confidentiality or stringent security measures.

(i) Dit liéu cd nhdn nhay cam: Dit liéu tiét 16 nguon goc ching téc, nguon goc dan toc; quan
diém chinh tri, tén gido, tin nguéng; thong tin vé doi song riéng tw, bi mdt cd nhdn, bi mdt gia
dinh; tinh trang svec khoe; dir liéu sinh trdac hoc, dic diem di truyén; dir liéu tiét 19 doi S(fng tinh
duc, xu hwong tinh duc cua ca nhan,; dir licu Vvé 19i pham, vi pham phadp ludt dwoc thu thap, luu
trit boi cac co quan thuc thi phap luat; vi tri cua ca nhan dwoc xac dinh qua dich vu dinh vi;
théng tin tén dang nhdp va mdt khdau truy cdp tai khoan dinh danh dién tir ciia cd nhan,; hinh anh
thé cin cude, thé can cude cong dan, chisng minh nhéan déan; tén dang nhdp, mdt khau truy cdp
ciia tai khodn ngdn hang; théng tin thé ngan hang, dir liéu vé lich sir giao dich cia tai khoan
ngdn hang; théng tin tai chinh, tin dung va cdc théng tin vé hoat déng, lich sit giao dich tai
chinh, chirg khodn, bao hiém cia khdch hang tai cdc t6 chirc tin dung, chi nhanh ngdn hang
nude ngodi, to chirc cung ing dich vu trung gian thanh todn, chirmg khodn, bdo hiém, cdc té
chire duwoc phép khac, dir liéu theo doi hanh vi, hoat dong sw dung dich vu vién thong, mang xd
hoi, dich vu truyén thong truc tuyén va cac dich vu khac trén khong gian mang; dir lieu ca nhan
khac dwoc phap ludt quy dinh can gitr bi mat hodc can cé bién phap bao mdt chat ché.

(ii1) Information concerning the process of purchasing and using products, goods, and services,
and other information related to transactions between the Customer and VNPAY.

(iii) Cdc thong tin vé qud trinh mua, sir dung san pham, hang héa, dich vu ciia Quy khéch va
théng tin khéc lién quan dén giao dich gitta Quy khdch va VNPAY.

(iv) And other personal data as prescribed by law that you provide to VNPAY when registering
for VNPAY's products and services, as well as data generated during your use of the products
and services.

(iv) Cdc dit liéu cd nhan khdc theo quy dinh ciia phdp ludt dwoc Quy khdch cung cdp cho VNPAY
khi ding ky sir dung san pham, dich vy ciing nhw dit liéu phdt sinh trong qud trinh Quy khdch sir
dung san phcfm, dich vu cua VNPAY.

3. PURPOSES OF PERSONAL DATA PROCESSING/MUC PICH XU LY DU LIEU CA
NHAN

VNPAY may collect and process your personal data and share results of the personal data
processing for the purposes related to the provision of products and services, including but not
limited to:

VNPAY ¢6 thé thu thép, xit Iy Dit liéu cd nhén ciia Quy khdch va chia sé két qua xir Iy Dir liéu cd
nhédn cho cdc muc dich lién quan t6i viéc cung cdp san pham, dich vu, bao gom nhung khéng
gioi han:

(1) To evaluate and provide you with VNPAY's products and services, as well as products and
services that VNPAY cooperates with partners;

(i) DPanh gid va cung cdp cdc san pham, dich vu ciia VNPAY va san pham, dich vu VNPAY hop
tac véi doi tac cho Quy khdch;
(i1) To identify, verify, and maintain accurate information about your identity; ensure the security

and safety of VNPAY's information systems and other due diligence requirements in accordance
with the law;



(i) Nhdn biét, xdac minh va duy tri thong tin chinh xdc vé nhdn biét Quy khéch; dam bdo an ninh
va an toan hé thong thong tin ciia VNPAY va cdc yéu cau tham dinh khdch hang khdc véi Quy
khach theo quy dinh phap ludt,

(i11) To support you and update the your information when registering for and using the products
and services provided by VNPAY or VNPAY''s partners;

(iii) Ho tro Quy khdch, cdp nhdt thong tin Quy khdach khi ding ky sir dung, sir dung san pham,
dich vu do VNPAY hodc déi tac cia VNPAY cung cd'p;

(iv) To fulfill obligations under contracts or agreements between you and VNPAY (if any);
(iv) Thue hién cdc nghia vu theo hop dong, théa thudn gita VNPAY va Quy khdch (néu c6);

(v) To assess risks, analyze trends, perform statistical analysis, and develop plans, including data
analysis on statistics, credit, and anti-money laundering;

(v) Bdnh gid rii ro, phdn tich xu hudng, théng ké, 1én ké hoach, bao gom phdn tich xir Iy dir liéu
vé thong ké, tin dung va phong chong rira tién;

(vi) To detect, prevent, and investigate crimes, attacks, or violations, including fraud, money
laundering, terrorism, financing the proliferation of weapons of mass destruction, bribery,
corruption, or tax evasion;

(vi) Phat hién, ngan chan, va diéu tra toi pham, tan cong hodc vi pham bao gém cd gian ldn, rita
tién, khiing bo, tai tro' phé bién vii khi hity diét hang loat, héi 16, tham nhiing hodc tron thué;

(vii) To organize marketing and promotional activities, market research, public opinion surveys,
brokerage, product introductions, and advertising; to directly or indirectly conduct marketing of
the products and services to you, and conduct promotional programs, gift exchanges, prize
awards, and gift deliveries.

(vii) T6 chire gidi thiéu va xic tién thiwong mai, nghién ciru thi trwong, tham do dw ludn, moi
gidi, gidi thiéu san pham, quang cdo, lién hé véi Quy khdch, tiép thi triec tiép, gian tiép cdc san
phdm, dich vu véi Quy khdch, thue hién cdc chwong trinh khuyén mai, doi qua, trao thirong, giao
qua tang;

(viii) To record your credibility in using services to improve the quality of the products and
services, as well as to organize loyalty customer programs to bring the best consumer benefits to
you;

(viii) Ghi nhdn tin nhiém sir dung dich vu cia Quy khédch dé hé tro cho viéc cung cdp cdc sdan
pham, dich vu ciia VNPAY cho Quy khdch mét cdch tot nhat, ciing nhu t6 chire cdc chwong trinh
khdch hang thwong xuyén, khdch hang than thiét, nham mang dén loi ich tiéu ding tot nhat tGi
Quy khach,

(ix) To aggregate, analyze, research, and develop new products and services, and to provide you
with suitable products and services;

(ix) Tong hop, phdn tich, nghién ciru, phdt trién cdc san pham, dich vu méi va cung cdp cdc san
pham, dich vu phit hop cho Quy khéch;,

(x) To evaluate and improve the quality of the products and services that VNPAY provides to

customers. To develop new features and products, and to support payment and financial solutions
related to VNPAY''s services;



(x) Pdnh gid dé cdi thién va ndang cao chat lwong san pham, dich vu ma VNPAY cung cdp cho
Quy khdch. Phdt trién cdc tinh nang va san pham méi va hé tro cdc giai phdp thanh todn va tai
chinh lién quan dén cac dich vu ciia VNPAY;

(x1) To verify your information to ensure the security of your account in response to inquiries,
investigations, and complaints.

(xi) Xdc minh thong tin khdch hang nham bdo mdt an todn vé tai khodn ciia Quy khéch trong cdc
Yéu cau giai ddp thdc mdec, tra sodt va khiéu nai.

(xi1) To protect or enforce VNPAY's lawful rights and interests, including the right to collect
fees, recover and handle debts that you owe to VNPAY.

(xii) Bdo vé hodc thuwc thi cdc quyén va loi ich hop phdp ciia VNPAY, bao gom quyén thu cdc
khodn phi, thu héi va xir Iy cdc khodan no ma Quy khdach dang no VNPAY.

In cases where you have consented to VNPAY collecting and processing your personal data for
the purposes of marketing and advertising products, you agrees that VNPAY has the right to
market and introduce products as follows:

Truong hop Quy khdch da dong ¥ cho phép VNPAY thu thdp, xir Iy Dit liéu cd nhdn ciia minh cho
muc dich tiép thi, gi6i thiéu san pham, Quy khdach dong y rang VNPAY c6 quyén tiép thi, gidi
thiéu san phcfm theo ngi dung, hinh thurc, tan sudt nhu sau:

(i) Scope: Marketing and introducing products of VNPAY and its partners.

(i) Néi dung: Tiép thi, gidi thiéu san pham ciia VNPAY va doi tdc.

(ii)) Method: Through advertising messages, notifications on VNPAY's official websites,
applications, or other methods as regulated by law.

(i) Phwong thirc: Qua tin nhdn qudng cdo, théng bdo trén websites chinh thire, vmg dung cia
VNPAY hodc cdc phwong thirc khac theo quy dinh cua phap ludt.

(ii1)) Form: VNPAY sends directly to you through the internet, electronic devices, electronic
means, or other forms as regulated by law.

(iii) Hinh thirc: VNPAY giri truec tiép cho Quy khdch qua khéng gian mang, thiét bi, phwong tién
dién tir hodc cac hinh thirc khdc theo quy dinh cua phap ludt.

(iv) Frequency: According to advertising regulations stipulated by law.
(iv) Tan sudt: Theo quy dinh phdp ludt vé quang cdo.

4. METHODS OF PERSONAL DATA PROCESSING/CACH THUC XU LY DU LIEU CA
NHAN

Your personal data may be processed as follows:
Dir liéu cé nhdn ciia Quy khdch cé thé dwge xir Iy:
(1) Manually; and/or

(i) Bang tay; va/hodc

(i1) Automatically (via electronic means); and/or

(ii) Tw déng (bang phwong tién dién tir); va/hodc



(ii1) Other appropriate methods as prescribed by the law.

(iii) Cach thirc khdc phu hop voi quy dinh cua phap luat.

5. PERSONAL DATA CONTROLLER AND PROCESSOR/THONG TIN VE BEN KIEM
SOAT VA XU LY DU LIEU CA NHAN

5.1. The Personal Data Controller and Processor shall be VNPAY and/or VNPAY’s partners

involved in the provision of VNPAY’s products and services.

5.1. Bén kiém sodt va xir Iy Dit liéu cd nhdn la VNPAY va/hodc déi tac cia VNPAY ¢é tham gia
vao qud trinh cung cdp san pham, dich ciia VNPAY.

5.2. To enhance customer’s experience and enable VNPAY to fulfill the purposes of using
personal data under this Personal Data Protection Policy, VNPAY may disclose your personal
data with the following organizations or individuals:

5.2. Nham phuc vu trai nghiém cua Quy khach va dé VNPAY c6 thé thuc hién cdc muc dich sir
dung Dir liéu cd nhdn theo Chinh sich Bdo vé Dit liéu cd nhdn nay, Quy khédch dong y cho
VNPAY ¢6 thé chia sé Dit liéu cd nhan ciia Quy khdch cho cdc té chire, c¢d nhéan sau ddy:

(1) VNPAY’s products, services providers, including but not limited to information technology
services, marketing services, market research services, training services, legal services, auditing
services, transportation services;

(i) cdc nha cung cap san pham, dich vu cho VNPAY, bao gom va khéng giGi han & cdc dich vu
cong nghé thong tin, cac dich vu marketing, khao sat thi truong, cac dich vu dao tao, dich vu
phap Iy, dich vu kiém toan, dich vu vin chuyén;

(11) VNPAY’s consulting firms, auditors, law firms, lawyers;
(ii) cdc cong ty tw van, bén kiém todn, té chirc hanh nghé ludt sw, ludt sw ciia VNPAY;

(i11) financial partners, commercial banks, switch organizations, card organizations, payment
intermediary companies cooperating with VNPAY;

(iii) cac doi tac tai chinh, cac ngan hang thuwong mai, 16 chirc chuyén mach, 16 chirc thé, cdc
cong ty trung gian thanh todan co quan hé hop tac voi VNPAY;

(iv) merchants accepting VNPAY's payment services, users of VNPAY's payment intermediary
services, e-commerce trading platform services of VNPAY;

(iv) cac don vi ch(fp nhan thanh toan, bén swr dung dich vu trung gian thanh toan, dich vu san
giao dich thwong mai dién tw cua VNPAY;

(v) employees, staff of VNPAY;

(v) nhan vién, nguoi lao dong cua VNPAY;

(vi) VNPAY’s parent company, subsidiaries company, and affiliated companies;
(vi) cong ty me, cong ty con va cong ty lién két ciia VNPAY:

(vil) Any individual, competent authority, regulatory agency, or third party to whom VNPAY is
permitted or required to disclose data under the laws of any country, or pursuant to any contract
or commitment between the third party and VNPAY;



(vii) bt ky ca nhén, co quan c¢é tham quyén hodc co quan quan 1y hodc bén thir ba ma VNPAY
duge phép hodc bat budc phdi tiét 19 theo quy dinh phdp ludt cia bdt ky quéc gia, hodc theo bt
ky hop dong hodc cam két nao khdc giita bén thir ba va VNPAY;

(viil) any individual involved in the enforcement or maintenance of any rights or obligations
under the agreements between the you and VNPAY;

(viii) bdt ky cd nhan cé lién quan dén viéc thuc thi hodc duy tri bat ky quyén hodc nghia vu nao
theo (cac) thoa thudn giita Quy khach voi VNPAY;

(ix) VNPAY’s service providers, and to whom the sharing or disclosing of data is necessary for
VNPAY to fulfill its obligations to you;

(ix) cdac bén cung ccfp dich vu cho VNPAY ma viéc chia sé, tiét 16 dir liéu cho ho la can thiét dé
VNPAY c6 thé thiee hién cdc nghia vu ciia minh doi véi Quy khdch;

(x) third parties responsible for processing personal data under contracts or agreements with
VNPAY, including research companies, survey firms, and rating agencies;

(x) cdc bén thir ba chiu trdach nhiém xir Iy dit liéu déi voi cdc Dir lidu cd nhén theo hop dong,
théa thudn cua ho véi VNPAY, bao gom cd cdc cong ty nghién ciru, khdo st va co quan xép
hang;

(xi) competent state agencies;
(xi) cdc co quan Nha mede c6 tham quyén;

(xii) parties that you have consented to, or that VNPAY has a legal basis to share your personal
data.

(xii) cdc bén dwoc Quy Khach dong y hodc VNPAY ¢6 co sé phdp 1y dé chia sé Dit liéu cd nhdn
cua Quy Khach.

In addition to the aforementioned cases, VNPAY will not disclose your personal data to any
other party, unless:

Ngoai cdc triong hop trén, VNPAY sé khong tiét 16 Dir liéu ca nhan ciia Quy khéach cho bat ky
bén nao khac trur khi:

(1) you have consented to it;

(i) c6 sw dong y ciia Quy khdch;

(i) VNPAY is required or permitted to disclose pursuant to the law;

(i) VNPAY dwoc yéu cau hodc dwoc phép tiét 16 theo quy dinh phdp ludt;

(i11) VNPAY transfers its rights and obligations under the agreements between you and VNPAY.
(iii) VNPAY chuyén giao quyén va nghia vu theo (cdc) théa thudn giia Quy khdch va VNPAY.

6. POSSIBLE UNINTENDED CONSEQUENCES AND DAMAGES/HAU QUA, THIET
HAI KHONG MONG MUON CO KHA NANG XAY RA

VNPAY uses various information security technologies such as international standard PCI DSS,
SSL... to protect customer’s personal data from being disclosured, exploited, used, or shared
without your consent. VNPAY undertakes to maximize the security and confidentiality of your
personal data.



VNPAY sit dung cdc cong nghé bao mdt thong tin khdc nhau nhie: chudn quoc té PCI DSS, SSL...
nham bao vé Dit liéu cd nhan cia Quy khach khong bi 1o lot, loi dung, su dung hodc chia sé
ngodi y muén. VNPAY cam két bao mdt mét cach téi da Dir liéu cd nhdn ciia Quy khdch.

However, some unintended consequences and damages that may occur include, but are not
limited to the following reasons: (a) Hardware or software errors during data processing; (b)
Security vulnerabilities beyond VNPAY's control, and the system is hacked; (c) Your own
subjective negligence, being scammed, or accessing websites/downloading applications
containing malware; (d) Natural disasters...

Tuy nhién, mét s6 hdu qud, thiét hai khéng mong muoén cé thé xay ra bao gom nhung khéng giéi
han béi cac nguyén nhan sau: (a) Loi phan ciing, phan mém trong qud trinh xit Iy dit liéu; (b) Lo
héng bdao mdt nam ngodi kha ndng kiém sodt ciia VNPAY, hé thong bi tin tic tan céng; (c) Quy
khéch chii quan, bdt can hodc bi lira ddo hodc truy cdp cdc website/tdi cac g dung cé chira
phan mém doc hai; (d) tham hoa thién nhién..VNPAY advises you to keep the information
related to your username, passwords, OTP codes, and biometric data secure and not to share this
information with anyone else.

VNPAY khuyén cdo Quy khach bdo mdt cdc thong tin lién quan dén tén dang nhdp, mdt khau
dang nhdp vao tai khodn ciia Quy khdach, ma OTP. sinh trdc hoc va khéng chia sé cdc thong tin
nay véi bat ky ngueoi ndo khdc.

Customers should protect your electronic devices while using. You should lock, log out, or exit
the accounts on VNPAY's website or application when not in use.

Ouy khdch nén bdo quan thiét bi dién tir trong qud trinh sie dung. Quy khdch nén khéa, ding
xudt, hodc thodt khéi tai khodn trén website hodc iing dung ciia VNPAY khi khéng c¢é nhu cdu sir
dung tai khoan.

In the event of an incident or detection of a violation concerning your personal data, VNPAY will
promptly notify the relevant State authorities of the personal data protection breach and make
every effort to implement remedial measures to prevent further consequences.

Trong trwong hop xdy ra sw cé hodc phdt hién hanh vi vi pham dén Di liéu cd nhdn ciia Quy
khdch, VNPAY sé ngay ldp tirc tién hanh théng bdo vi pham quy dinh vé bao vé Dit liéu cd nhdn
cho co quan Nha niede c6 tham quyén va né luc thiee hién cdc bién phdp khdc phuc, ngédn chin
hdu qua.

7. START AND END TIME OF PERSONAL DATA PROCESSING/THOI GIAN BAT
DPAU, THOI GIAN KET THUC XU LY DU LIEU CA NHAN

Start time of the personal data processing: From the time you accept this Personal Data
Protection Policy or when you register to use or use VNPAY's products or services.

Thoi gian bdt dau xir Iy Di liéu cd nhan: Ké tir thoi diém Quy khéch chap thudn Chinh sdch Bdo
vé Dir liéu cd nhdan nay hodc tai thoi diém Quy khdach dang ky sir dung hodc sik dung san pham,
dich vu cua VNPAY.

End time of the personal data processing: Until the time VNPAY is requested by you to stop the
processing of your personal data, or when VNPAY no longer has any obligations to provide
products or services to you, or any another time as prescribed by law.



Thoi gian két thiic xit Iy Dit liéu cd nhdan: Cho t6i thoi diém Quy khdch yéu cau VNPAY cham dit
viée xir Iy DiF liéu cd nhdn hodc khi VNPAY khong con bdt ky nghia vu ndo vé viéc cung cdp san
pham, dich vu cho Quy khdch hodc thoi gian khdc theo quy dinh ciia phdp ludt.

8. RIGHTS AND OBLIGATIONS OF CUSTOMERS/QUYEN VA NGHIA VU CUA QUY
KHACH

8.1 As the of personal data subject, you have the following rights:
(1) The right to be informed of Personal Data processing activities;

(i) The right to consent, withhold consent, or request the withdrawal of consent for Personal
Data processing;

(ii1) The right to access, rectify, or request the rectification of Personal Data;

(iv) The right to request data provision, erasure, or restriction of Personal Data processing; and to
object to Personal Data processing;

(v) The right to complain, denounce, initiate lawsuits, and claim damages in accordance with the
law;

(vi) The right to request competent authorities or relevant agencies, organizations, and
individuals involved in Personal Data processing to implement measures and solutions to protect
their Personal Data in accordance with the law;

(x1) Other rights as prescribed by law from time to time.

8.1.  Véitw cdach la chii thé Dit liéu cd nhdn, Quy khdch cé cac quyén sau:

(i)  Duoc biét v& hoat dong xir Iy Dit liéu c4 nhan;

(i) Pong y hoic khong dong v, yéu cau rit lai sy dong v cho phép xir Iy Dir lidu c4 nhan;

(iii) Xem, chinh stra hodc yéu cau chinh stra Dt liéu c4 nhan;

(iv) Yéu cau cung cp, x6a, han ché xtr 1y Dit liéu c4 nhan; giri yéu cau phan ddi xur 1y Dit lidu
ca nhan;

(v)  Khiéu nai, t6 cdo, khoi kién, yéu cau bodi thuong thiét hai theo quy dinh cta phép luat;

(vi) Yéu ciu co quan c6 thAm quyén hodc co quan, to chiic, c4 nhan lién quan dén xt 1y Dit
liéu ca nhan thyc hién cac bién phap, giai phap bao v€ Dir li€u cd nhan ctia minh theo quy
dinh cua phap luat;

(xi) Céc quyén khéc theo quy dinh cta phap luat tai timg thoi ky.

8.2 To the extent permitted by law, you may exercise your rights by: (i) Directly performing
operations on VNPAY’s product and service delivery platforms; or (i1) Contacting VNPAY using
the contact information provided in Clause 10 below. VNPAY will comply with any legitimate
and valid requests from Customers within the legally prescribed timeframe after receiving your
valid request.

8.2. Trong pham vi phdp ludt cho phép, Quy khéch cé thé thuc hién cdc quyén cia minh bang
cdch: (i) thao tac truc tiép cdc trén nén tang cung cdp san pham, dich vu ciia VNPAY hodc (ii)
lién hé voi VNPAY theo thong tin dwoc cung cdp chi tiét tai Muc 10 bén dudi. VNPAY sé thuc
hién yéu cau hop phdp va hop 1é tir Quy khdch trong khodng thoi gian quy dinh cia phép ludt ké
tir khi nhdn dwoc yéu cau hop 1é tir Quy khdch.



8.3 In the event that you withdraw the consent to the processing of your personal data, request
the data deletion, or exercise other related rights with respect to any or all of the personal data,
these actions may: (i) affect the legal validity of the contract and the legal relation between you
and VNPAY; (i1) VNPAY's products and services being limited, restricted, suspended, or
canceled in specific cases. These changes may lead to costs or damages that you and/or third
parties may incur. VNPAY will continue to process your personal data within the remaining
scope required (if any) or as stipulated by law.

8.3 Truong hop Quy khdch rit lai sy dong y ciia minh vé viéc xi 1y Dit liéu cd nhdn, yéu cau xéa
dir liéu, thuc hién cac quyén co lién quan khac doi véi bat ky hodc tat ca cdc D liéu cd nhdn
ciia Quy khdch thi cdac hanh ddng dé cé thé lam: (i) anh hwéng dén hiéu luc phép Iy ciia hop
dong, quan hé phdp 1y ciia VNPAY va Quy khdch, (ii) san pham, dich vu ciia VNPAY déi véi Quy
khdch bi gidi han, han ché, tam ngirng, hity bo tity tirng truong hop. Viéc thay déi ndy cé thé dan
dén cdc phi ton, thiét hai ma Quy khdch va/hodc bén thir ba sé phdi ganh chiu. VNPAY sé tiép tuc
xit Iy DiF lidu cd nhén ciia Quy khdch trong pham vi con lai dwge yéu cau (néu cd) hodc theo quy
dinh cua phap luat.

8.4 Obligations of customers:

8.4 Nghia vu cua Quy khach:

As the of personal data subject, you have the following obligations:

Véi tw cach la chii thé Dit liéu cd nhdan, Quy khdch c6 cac nghia vy sau:

(1) To comply with the regulations of the law, this Personal Data Protection Policy, and VNPAY's
rules and guidelines related to the processing of customer’s personal data.

(i) Tudn thu cdac quy dinh cua phap luat, Chinh sach Bao vé Dt liéu cd nhan nay va cac quy
dinh, hieéng dan ciia VNPAY lién quan dén xir Iy Dit liéu cd nhdn cia Quy khdch.

(i1) To provide complete, truthful, and accurate personal data and other information as required
by VNPAY when registering for and using VNPAY's products and services, and when there are
changes to this information. VNPAY will secure your personal data based on the information you
have registered. VNPAY, therefore, will not be responsible for any consequences or limitations to
your rights due to inaccuracy of the registered information. If you failure to notify VNPAY or
notify incompletely of any changes or inaccuracies in the personal data provided, you will be
responsible for any errors, risks or losses arising (if any), including financial damages and
additional costs due to incorrect or inconsistent information.

(i) Cung cdp day du, trung thuwce, chinh xdc Dit liéu cd nhén, cdc théng tin khdc theo yéu cdu cia
VNPAY khi ding ky va sit dung san phdm, dich vu ciia VNPAY va khi ¢6 thay déi vé cdc théng tin
nay. VNPAY sé tién hanh bdo mdt Dir liéu cd nhdn cia Quy khdch can cir trén théng tin Quy
khach da ding ky. Do d6, néu c6 bat ky théng tin sai léch nao, VNPAY sé khong chiu trach nhiém
trong trieong hop théng tin dé lam dnh hudng hodc han ché quyén loi ciia Quy khach. Trieong
hop khéng théng bdo hodc théng bdo khéng day dii vé sw thay doi hodc khéng chinh xdc ciia Div
liéu cd nhdn did cung cdp cho VNPAY, Quy khéch chiu moi trach nhiém vé nhitng sai sot, rii ro,
t6n thdt phat sinh (néu c6), bao gom ca thiét hai vé tai chinh, chi phi phdt sinh do théng tin cung
cdp sai hodc khéng thong nhat.

(i11) To cooperate with VNPAY, competent state authorities, or third parties if there are any issues
affecting your personal data.



(iii) Phoi hop véi VNPAY, co quan nha niede cé tham quyén hodc bén thir ba trong truong hop
phat sinh cdc vin dé anh hudng dén Dir liéu ca nhan ciia Quy khdch.

(iv) To protect your own personal data; proactively implement appropriate measures to safeguard
your personal data when using VNPAY's products and services; promptly inform VNPAY upon
discovering inaccuracies or suspicions regarding the infringement of the personal data.

(iv) Tw bdo vé Dit liéu cd nhdn ciia Quy khdch; chii dong dp dung cdc bién phdp nham bdo vé
Dit liéu cd nhén ciia minh trong qud trinh sir dung san pham, dich vu ciia VNPAY: théng bdo kip
thoi cho VNPAY khi phat hién thdy cé sai sét, nham lan vé Dik liéu cd nhdn ciia minh hodc nghi
ngo Dir liéu ca nhdn cua minh dang bi xam pham.

(v) To assume responsibility for the information, data, and consent you create or provide; to take
responsibility in cases where personal data leakage or infringement occurs due to your faults.

(v) Tuw chiu trach nhiém doi véi nhitng théng tin, dit liéu, chdp thudn ma minh tao ldp, cung cdp;
tw chiu trach nhiém trong truwong hop Dit liéu ca nhan bi ro ri, xam pham do 1i ciia minh.

(vi) To regularly update on the regulations and policies regarding personal data protection that
VNPAY notifies you from time to time or publishs on VNPAY's official website (vnpay.vn) or
VNPAY e-wallet application; to follow VNPAY's instructions to clearly indicate your full
consent, partial consent, conditional consent, or non-consent regarding contents that VNPAY
notifies you from time to time.

(i) Thuong xuyén cdp nhdt cdc quy dinh, chinh sich vé bdo vé Dit liéu cd nhdn VNPAY thong
bao toi Quy khach trong tung thoi ky hodc dang tai trén trang thong tin dién tu chinh thirc cua
VNPAY (vnpay.vn) hodc ting dung Vi VNPAY: thiee hién cdc hanh dong theo hwéng dan cia
VNPAY dé thé hién ré viéc dong y toan bé hodc dong ¥ mdt phan hodc dong ¥ véi diéu kién kém
theo hodc khéng dong ¥ doi véi cdc néi dung VNPAY théng bdo téi Quy khdch trong tirng thoi
ky.

(vii) To respect and protect the personal data of others.

(vii) Ton trong, bao vé Dit liéu ca nhan cua nguoi khac.

(viii) To fulfill other obligations as stipulated by law.

(viii) Cac nghia vu khdc theo quy dinh cua phap luat.

9. AMENDMENTS AND SUPPLEMENTS TO THE PERSONAL DATA PROTECTION
POLICY/SUA POI, BO SUNG CHINH SACH BAO VE DU LIEU CA NHAN

When necessary, VNPAY may amend, update, or supplement the contents of this Personal Data
Protection Policy at any time. VNPAY recommends that you regularly check the Personal Data
Protection Policy on VNPAY's official website (vnpay.vn) to stay updated on how to protect your
personal data. Your continued use of VNPAY's products and services shall be construed that you
accept the updated Personal Data Protection Policy.

Khi can thiét, VNPAY c¢6 thé sé sira doi, cdp nhdt hodc diéu chinh cdc ndi dung trong Chinh sach
Bdo vé Dir liéu cd nhdn ndy vao bat ky thoi diém nao. VNPAY khuyén nghi Quy khéich nén
thwong xuyén kiém tra Chinh sdch Bdo vé Dir liéu cd nhan trén trang thong tin dién tir chinh
thitc ciia VNPAY (vapay.vn) dé cdp nhdt cdc thay doi va luén dwge VNPAY théng bdo vé cdch
thitc bdo vé Dir liéu cd nhdn ciia Quy khdch. Viéc Quy khdch tiép tuc sir dung san phdam, dich vu



ctia VNPAY duoc hiéu la Quy khach da chcfp nhan ban Chinh sach Bao vé Dir liéu ca nhan dwoc
cdp nhat.

10. HOW TO CONTACT VNPAY/CACH THUC QUY KHACH LIEN HE VOI VNPAY

To exercise your rights or for any inquiries related to this Personal Data Protection Policy, kindly
contact us through one of the following methods: (1) Visit VNPAY's headquarters, or (ii) call the
hotline number 1900555577, or (iii) send an email to hotrovnpay@vnpay.vn for assistance.

Dé thuee hién cdc quyén ciia minh, hay khi ¢é nhu cau trao déi véi VNPAY lién quan dén néi dung
cua Chinh sach Bao vé Dir liéu cda nhdn nay, Quy khach vui long lién hé voi VNPAY theo mot
trong cdc cdch thike sau: (i) dén triee tiép tru so chinh ciia VNPAY, hodc (ii) goi t6i s6 dwong ddy
néng 1900 5555 77, hodc (iii) giri email dén dia chi hotrovapay@vnpay.vn dé dwege huwdng dan.



